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and
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Under HIPAA, what are covered entities
required to do regarding policies and procedures?
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Section 1 What is Required?
General Rule Requirements
The General Rule, as defined in
the HIPAA Security Rule, requires
all covered entities to establish
safeguards that will secure the
“confidentiality, integrity, and
availability” of Protected Health
Information (PHI). These
safeguards must cover all forms
of information, including written,
verbal, and electronic.
Your organization must have a policy and procedure for anything dealing with
PHI, whether it be technical or physical. From proper disposal of PHI to
employees properly handling it, every single aspect of dealing with PHI should
have a documented policy and procedure for implementation.
Section §164.316 of the 45 CFR details the HHS regulations for the protection of
human individuals. This document states that there are specific requirements
for the structure of policies and procedures that extend beyond the Security
Rule.
Covered entities are required to implement reasonable and appropriate policies
and procedures to comply with the standards, implementation specifications, or
other requirements laid out in the General Rule.
It goes on later to explain that covered entities are permitted to change their
policies and procedures at any time if they are documented and then
subsequently implemented.
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Flexibility of Approach
The entire concept of implementing
reasonable policies is based on the
“Flexibility of Approach,” referenced
in section §164.306(b)(2).
The Flexibility of Approach provides
guidelines that outline what factors
covered entities need to consider
when implementing the Security
Rule. It provides flexibility in the
sense that healthcare groups may
implement security standards in
different ways, not ignore them all
together.
The entire concept of implementing reasonable policies is based on the
“Flexibility of Approach,” referenced in section §164.306(b)(2). The Flexibility of
Approach provides guidelines that outline what factors covered entities need to
consider when implementing the Security Rule. It provides flexibility in the sense
that healthcare groups may implement security standards in ways that match
their organizational needs. The flexibility is in how you implement, not if you
have to implement.

Documentation Standard Requirements
The Documentation Standard requires covered entities to:
Document, in either electronic or hard copy format, and implement policies and
procedures to comply with the HIPAA Security Rule. Additionally, after any required action, activity, or assessment is implemented, it should be documented in a
written form, either electronic or hardcopy. § 164.316(b)(1). The Documentation
Standard requires covered entities to implement the following three aspects into
their documenting process: time limit, availability, and updates.
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MINIMUM RETENTION
Covered entities must maintain documentation of policies and procedures
for at least six years from the date of their creation or the date when they
were last in effect, whichever is latest. This also includes the written
records of required actions, activities, and assessments of those policies
and procedures. Although six years is the minimum retention period for
keeping required documents, some healthcare groups may need to keep
their documents longer depending on the requirements in their state or
for other applicable business reasons.

AVAILABILITY
Covered entities must make procedural documents available to those who
are responsible for following and implementing them. Additionally, they
must create a retrievable format of those documents in either hardcopy or
electronic form. Organizations can make documentation easily available to
staff through printed manuals or by storing all procedures online where
they are accessible from anywhere.

UPDATES
Covered entities must review and update all documentation periodically,
especially in the event of a disaster that could affect the security of
Protected Health Information (PHI). It’s important to set a time frame to
regularly review your policies and procedures. Decide if it is appropriate
for your organization to revisit your policy program annually, every two
years, or every three years, and who will be involved in that process. This
process varies for each organization depending on the frequency of
environmental and operational changes that affect the security of e-PHI.
For example, in the aftereffects of the COVID-19 pandemic, most hospitals
needed to review their policies and procedures because there were so
many regulatory changes to the handling of PHI, especially with the
introduction of contact tracing and increased use of telemedicine.
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The Structure of a Policy
Before you begin the policy management process, it's important to take an
inventory of the current policies and procedures in your program and make
notes of any gaps you may have. Once you’ve addressed those issues, you can
begin outlining your policies. It’s important to note that any current policies you
have on file, or any you create, follow a specific structure. Each policy should
include a purpose, scope, procedure(s) and definition(s), laid out in that order.

THE FOLLOWING DEFINES EACH OF THOSE ASPECTS AND
EXPLAINS HOW TO ACCOMPLISH THEM

PURPOSE

SCOPE

Establish the goal of
the policy and
provide instructions
on how to meet it.

Decide what part
of your organization
the policy will apply to,
whether it be a certain
department or in a
specific circumstance.

PROCEDURES

DEFINITIONS

Create clear, concise and
easy to understand
procedures so that
they can be
properly
implemented.

Include clear definitions
for your technical terms,
so that those who need
to implement the
procedure
actually know
what to do.
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Section 2 Why you Should Care
The Dangers of Human Errors
Policies and procedures are the backbone of your
compliance program. They equip your entire
organization with the knowledge of how to
maintain HIPAA compliance and give your
employees the tools they need to put
them into action. Your policy program
is a resource for staff members to go
to when they have questions on how
to properly handle PHI or correctly
implement a procedure. Human
error is the leading cause for HIPAA
violations and it’s directly linked to
insufficient employee training in
policies and procedures.

Insufficient Documentation
According to the Office of Civil Rights (OCR)
most recent Industry Audit Report, a
majority of covered entities lack sufficient
documentation of policies and procedures
that could help prove they are properly
implementing HIPAA regulations.
Additionally, the OCR found that the policies
and procedures that were documented
were missing key regulatory requirements.
This report showed that the two most
prevalent areas where hospitals lacked
documentation were the Notice of Privacy
Policy (NPP) and the Right of Access.
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According to the OCR, 98% of
covered entities don’t properly
document compliance of the NPP
and 89% don’t properly document
compliance of the Right of Access.

Unfortunately, healthcare organizations that don’t prioritize policy
documentation eventually experience the consequences. Properly documenting
your policies and procedures can protect you from federal fines and help you
keep your hospital running in the event of a disaster.
The benefits of proper policy documentation have grown in light of the recently
enacted HIPAA Safe Harbor law, which states that the OCR will lower HIPAA fines
against a healthcare organization if they can prove through documentation that
they have proper security measures in place, despite having experienced a data
breach.
This recent leniency has been extended to covered entities due to the recent
spike in cybersecurity attacks against some of the most secure organizations.
Although striving for excellence in security is always the goal, it’s reassuring to
know that your organization can be protected by simply proving you put proper
measures in place to prevent attacks.
However, covered entities will never benefit from the HIPAA Safe Harbor Law if
they do not document and implement their policies and procedures. Even the
most HIPAA-compliant organization would be fined in an audit if they had no
evidence to capture the procedures in place.
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Documentation Without
Implementation Is Meaningless
There is an important three-step process to
ensuring successful compliance with HIPAA in
regards to policies and procedures. First, you
must create them. Secondly, you must document
them. These two steps can provide you with
invaluable legal protection.
However, creation and documentation mean
nothing if you do not train your employees on
how to properly implement them. This final step
is what will protect your organization. Policies
and procedures aren’t designed to check a box
and sit in a binder for that potential OCR audit.
Their purpose is to be a living aspect of your
compliance program to help you better run and
protect your organization, especially in times of
crisis or immediate change.

CREATE

document implement
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Section 3 Don't Let a Simple

Misunderstanding
Hurt your Organization
HIPAA is Complicated

When interviewed by the OCR, most covered entities said they failed to meet the
policy and procedural requirements due to a misunderstanding of the law
and/or documentation requirements.
HIPAA is a complicated, vast and generally vague law that covers a wide variety
of regulations. If you're feeling overwhelmed, it may be wise to partner with a
third party organization to help oversee the creation and implementation of your
policies and procedures.
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How Medcurity Can Help
Here at Medcurity, we meet
you where you are in your
policy program and help
strengthen it. We can step in,
assess your current program,
and address the gaps we see
that could create potential
problems.

Have more questions?
Feel free to contact us at 509867-3645 or go to
www.medcurity.com to check
out our platform for yourself!

Our detailed policy and procedure
program offers more than generic
templates. Most covered entities choose
templates because they are unsure of what kinds of
policies and procedures their organization needs.

We help eliminate that problem by offering a questionnaire for each policy
that creates customized policies perfectly tailored to your workflow and
environment. Each custom-made policy also includes company branding and
provides a private link to share with the appropriate team members.
For those who’d rather choose a templated option, we provide twelve
comprehensive policies and procedures that have been carefully vetted and
successfully defended in federal and state audits. You can also upload your own
policies to build a program that truly meets your needs.
Lastly, to ensure your implementation process is successful, we assign you a
client success manager from our team to personally guide you throughout the
year.
If you're tired of trying to single-handedly unpack the complexities of HIPAA, or
you can't afford to hire an entire compliance department, Medcurity can assist
you. We’ll answer any questions you may have about our platform or your
HIPAA requirements in general.
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